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OBUIME NNOJIOKEHUSA

Tepmunbl u onpeoeneHus.

[lepconanbHble AaHHble - Jiobas uH(OpMaLMs, OTHOCALI@ACA K TMPSAMO H/IH  KOCBEHHO
OMpeeNeHHOMY MM ONpenenseMoMy (husndeckomy juLy (CyOBeKTy NepcOHaIBHBIX JaHHBIX).

OrepaTop - rocyapcTBEHHBIH OpraH, MyHHLHMANbHbIH OPraH, OpUAHYECKoe MIH (H3HUECKOE
JIMLO, CAMOCTOSITENIbHO MJIM COBMECTHO C APYTMMH JIMLAMH OPraHU3YIOLHE H (WJIH) OCYLIECTBISIOHE
06paGoTKy NMepCOHANBHBIX AAHHbIX, @ TAKXKE ONPENENSIOWHUE e 00paboTKi NepPCOHaNbHBIX JaHHBIX,
COCTAaB MEPCOHANBHBIX MaHHBIX, NoAexamux o6paGoTke, AeHCTBHA (omepaluu), COBEpLIAEMbIE €
NEePCOHANILHBIMY AAHHBIMH.

O6paboTKa NepcoHaIbHBIX JaHHBIX - JII000e AeficTBHE (ONepalys) Uin COBOKYNHOCTb JCHCTBHH
(onepauuii), COBEPIIAEMBIX C HCIIONIL30BAHHEM CPEACTB aBTOMATH3ALUMH WIH 03 HCNONb30BAHHA TAKHX
CPEICTB C NEPCOHANBHBIMH NaHHBIMM, BKIIOYas cOOp, 3aMuCh, CHCTEMATH3ALMNIO, HAKOMJIEHHE, XpaHEeHHE,
yTouHeHHe (OGHOBJIEHHE, WM3MEHEHHE), H3BJEUEHHE, HCMONb30BaHKe, neperady (pacnpoCTpaHEHKE,
npeaocTaBlieHye, A0CTYMN), o6e3NnunBaHue, ONOKHPOBAHWE, YAAIEHHE, YHHUTOMKEHHE NEPCOHANBHLIX
JaHHBIX.

ABTOMAaTH3MpPOBaHHas 06paboTKa NepCOHaNbHLIX AaHHBIX - 00paboTKa NEPCOHAIBHBIX JaHHDIX C
NIOMOLLbIO CPEACTB BBIYUCIIUTENBHOH TEXHHKH.

PaCHPOCTpaHeHHe NEepCOHAIBHBIX AAHHBIX - AEHCTBHA, HarpapJICHHBIC Ha pPacKpbITHC
NMepPCOHANbHBIX JAHHbIX HEONPEACTIEHHOMY KPYTY JIHL.
HPCHOCTaB.ﬂeHHC nepcoHanbHblX  JaHHBIX - JEHCTBUA, HamnpapjJCHHbIE Ha pacKpbITHE

NEPCOHANIBHBIX JAHHbLIX ONPEAENCHHOMY JIMLY HIIH ONpee/IieHHOMY KpYry JHL.

BrnoxupoBanne nepcoHaibHbIX AAHHBIX - BPEMEHHOE MpeKpalleHne oOpabOTKH NMEepCOHANbHBIX
JaHHBIX (38 HCKIIOYEHHEM chyuyaeB, ecnd obpaboTka HeoOXoaMma ISl YTOUHEHHS! NEpCOHalbHBIX
JAHHBIX).

YHUYTOXKEHHE MEPCOHAIbHBIX HNaHHbIX - JEHCTBHf, B pe3yibTare KOTOPbIX CTaHOBHTCH
HEBO3MOXKHBIM BOCCTAHOBHTH COJAEPIKAHME MNEPCOHANbHBIX JAaHHBIX B HWH(OPMALMOHHOH CHCTEME
NMEepCOHANbHBIX JAHHBIX M (MIM) B PE3y]bTaTe KOTOPBIX YHHYTOXAIOTCS MAaTEPHANLHBIE HOCHTE/H
NEepPCOHANbHBIX AaHHBIX.

O6Ge3nnuMBaHKe MEPCOHANBHBIX HAHHBIX - JAEHCTBUA, B pe3yjbraTe KOTOPHIX CTaHOBHTCH
HEBO3MOXKHBIM 0€3 MCMOJIb30BAHMS JONOJHUTENbHOH HH(OPMALMH  ONPEACNHTb NPHHALIEIKHOCTD
TIEPCOHANIBLHBIX JaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHANLHBIX JaHHBIX.

MHpOpPMALHOHHAS CHCTEMA MEPCOHANbHBIX AAHHBIX - COBOKYMHOCTb COAEPXKALUMXCH B Oasax
JAHHBIX MEPCOHATBHBIX NAHHBIX M OBecneuynBalolnx X oOpaboTKy WH(OPMALMOHHBIX TEXHOIOTHH H
TEXHHYECKUX CPEACTB.

TpaHcrpannuHasi nepeaada MEPCOHANbHBIX NAHHBIX - Iepefaua MepCOHANbHbIX NaHHBIX Ha
TEPPUTOPHIO MHOCTPAHHOTO rOCYAApCTBAa OpraHy BJAacTH HHOCTPAHHOrO rocyAapcTsa, WHOCTPAaHHOMY
(u3nueckoMy JIMLY HAH HHOCTPAHHOMY IOPHAHYECKOMY JIHLLY.

Hazuauenue u npasosas ocnoga OOKymenma

[MonuTuka HekomMmepyeckoil opranuzauuu «POHA KanHTaJbHOro pPEeMOHTa MHOTOKBapTHPHBIX
aoMoB Branumupcekoii o6nactu (nanee MoH) onpenenseT CHCTEMY B3MISAA0B Ha npobneMy obecrneueHHs
6e30MaCHOCTH MEPCOHAIBHBIX NAHHBIX M MPEACTABISET COOOM CHCTEMATH3MPOBAHHOE H3JI0XEHHE LeseH
W 3a7ay 3alMThl, KAK OJHO WJIM HECKOJIBKO ITpaBuJl, MPoUEAyp, NPaKTHYECKUX NPHEMOB H PYKOBOISLLIMX
NPUHLHKIOB B 00/MAacTH MH(OPMALMOHHON Ge30MacHOCTH, KOTOPBIMH PyKOBOACTBYETCS (POHI B CBOEH
NeATENbHOCTH, & TAaK)KE OCHOBHBIX MPHHLHKMIOB MOCTPOEHHS, OPraHM3alHOHHbBIX, TEXHOIOTHYECKHX H
NpOoLEYPHBIX aCEKTOB odecneyenus 6e30MacHOCTH NEePCOHANbHbIX NaHHBIX.
3aKoHONATENBHON OCHOBOM HacTosiwed [Tomutukn ssasiotes Koueruiyuus Poccuiickoii Denepalui,
Ipaycuanckuii, Yrosiosubti_u_TpyuoBoii konekchl, denepanbhbliii 3akon ot 27.07.2006 Ne 152-®3 «O
MEPCOHANBHBIX AaHHBIX», 3aKOHBI, YKasbl, MNOCTAHOBJICHMs, IPYrHE€ HOPMATHBHBIE JOKYMEHTLI
JeiicTByIoLIero 3akoHoaaTensctsa Poceuiickoit denepauun, nokymentsl PCTIK n ®CB Poccun.




Wcnonv3oBanne paHHoii [lonuTHkM B KayecTBE OCHOBBI JUIi MOCTPOCHHS KOMIUIEKCHOH CHCTEMbI
MH(POPMALHOHHON 6€30MacHOCTH NEPCOHANbHBIX AaHHbIX POHAA NO3BONKT ONTUMH3HPOBATH 3aTPATh! HA
€€ MOCTPOCHHE.

[1pu paszpabotke [TOAUTHKH YUHUTHIBAJIMCH OCHOBHBIE MPHHLHIbI CO3JAHHA KOMIJIEKCHBIX CHCTEM
obecrnieueHuss 06e30nMacHOCTH MH(pOpMaLMKM, XapakTEPUCTUKH H BO3MOXHOCTH OpraHH3aluHOHHO-
TEXHUYECKHX METOJOB H COBPEMEHHBIX annapaTHO-NPOrpaMMHBIX CPEACTB 3ALUMTHI M IPOTHBOAEHCTBHS
yrpo3aM 06e30MacHOCTH HH(OPMAaLHH.

OcHoBHble nojoXkeHusi [lonuTuku Oa3upylOTCsi Ha Kauye€CTBEHHOM OCMBICJIEHHHM BOMPOCOB
6e30MacHOCTY HH(GOPMALMK M HE 3aTPardBalOT BOMPOCOB IKOHOMHHUECKOro (KOJIHUYECTBEHHOTO) aHajn3a
PUCKOB U 060CHOBaHHUS HEOOXOAUMBIX 3aTpaT Ha 3alUTy HHQOPMAaLHH.

OBBEKTbBI 3ALIUTHI

OCHOBHBIMH 00BbEKTAMM CHCTEMBI 6€30MaCHOCTH MEPCOHANbLHLIX JaHbIX B (POHAE ABIMIOTCS:
MHPOPMALMOHHBIE PECypchl C OrPaHMYEHHBIM JOCTYIIOM, COAEPXKAUIHE [EPCOHANbHbIE JAAHHBIE;
npouecchl 00pabOTKH MEPCOHATBHBIX JAHHBIX B MH(POPMALMOHHOH CHCTEME [EPCOHANbHbIX AaHHBIX
donaa, UHPOPMALMOHHbIE TEXHONOIHH, PEerjlaMEeHTbl M npoueaypbl cOopa, 0OpabOTKH, XPaHCHHsS H
nepefaud WHGOPMALMH, NepcoHa pa3paboTUHKOB H T0Jb30BATENEH CHCTEMbI H €€ 00CyKHBAIOLINI
nepcoHan; HHQOpMauUHOHHAs HH(PACTPYKTypa, BKJIOUAIOLIAs CHCTeMbl 00paboTKH W aHanu3a
MHpOPMALHK, TEXHHYECKHE U NPOrpaMMHbIE CPEACTBA ee 00paboTKH, nepeaain W OToOpaxxeHHs, B TOM
yHcae KaHalbl HH(OpMaLMOHHOrO OOMeHa M TENeKOMMYHMKALHH, CHCTeMbl M CPEeACTBA 3aLLHTEI
HH(OPMALMH, OOBEKTbl W MOMELIEHHUS, B KOTOPbIX DACMONONKEHB!l TEXHHUECKHE CPEACTBA 0OpaboTKH
NEPCOHATBHBIX AaHHbIX.

LEJU U 3AJAYN OBECIIEYEHUS BE3OINACHOCTH IEPCOHAJIbHBIX JAHHBLIX
WnTepechl 3aTparipaeMbiX CyObeKTOB HH()OPMALMOHHBIX OTHOLUCHHUH

Cyb6bekTaMi MH(OPMALMOHHBIX OTHOLUEHHiI npu obecneueHuy O€30MacCHOCTH NEPCOHATBHBIX
naHHbIX DoHOA ABAAIOTCS:

- QoHA, KaK coOOCTBEHHHK HH(OPMALHMOHHbBIX PECYPCOB;

- PYKOBOZCTBO M COTpYAHUKY POHAA, B COOTBETCTBUH C BO3NONKEHHBIMU Ha HUX (PYHKLHAMH:

- (u3nMuecKue auua (rpaxiaHe), NepCoOHaNbHBIE JaHHbIE KOTOPLIX HAKAMIMBAIOTCH, XPAHATCS H
06padaTbiBaloTCs B HH(POPMALIHOHHOH CHCTEME MEPCOHATILHBIX AaHHbIX (PoHIA.

IMepeuncnennble cy6beKTb! HHPOPMALIHOHHBIX OTHOLICHHIT 3aHHTEPECOBAHbI B 00€CIEUCHHH!

- CBOEBPEMEHHOTO 0CTYNa K HEO6X0AMMbIM UM NEPCOHAIBHBIM AaHHBIM (HX JOCTYMHOCTH);

- JOCTOBEPHOCTH (MOJIHOTBI, TOYHOCTH, AAEKBATHOCTH, LEJOCTHOCTH) NEPCOHANBHBIX JaHHBIX;

- KOHQUAESHUMANILHOCTH (COXPAHEHHS B TAHE) NEPCOHANBHBIX JAHHDIX;

- 3ALIUTH] OT HABS3bIBAHUS UM JIOXKHBIX (HEJOCTOBEPHBIX, HCKAXEHHBIX) MEPCOHATIbHBIX AAHHBIX;

- pasTpaHMYEHHs OTBETCTBEHHOCTH 3a HAPYIUEHMA WX NpaB (MHTEPECOB) M YCTAHOBICHHBIX
TpaBuJ OGpaILEeHH s ¢ NEPCOHANBHBIMH JAHHBIMH;

- BO3MOMKHOCTH OCYILECTBJIEHHs] HEMpPEPLIBHONO KOHTPOJIsi W  YIPABIEHHs nNpoueccamu
00paboTky U nepenaun NEPCOHANLHBIX JAHHBIX;

- 3aLIMTBI [IEPCOHAJIBHBIX JAHHEBIX OT HE3AKOHHOTO pacrpoCTpaHEeHHs.

Llenu 3aiuToi

OCHOBHOI LNbIO, HA JOCTHXXEHHE KOTOPOH HarpasJieHbl BCE MOJIOKEHHs HacToAweH [TojnTHKH,
SBJISETCSA 3aluTa CYOBEKTOB MH(OPMALMOHHLIX OTHOLIEHHH (POHIa OT BO3MOXHOrO HAHECEHHs HM
MaTepHaNbHOTO, (PM3HUECKOro, MOPAIBHOrO HIH HHOro yiep0a, MOCPe[CTBOM CIy4aHHOro HIIH
NpeAHaMepeHHOro BO3AEHCTBHA HA NEPCOHanbHblC NAHHBIE, HX HOCHTE/H, MPOLCCCHI 06paboTKH H
nepeaayu.

VKkazaHHas Ledb AOCTUTaeTCs TMOCPEACTBOM 0OecrnieueHHs W MOCTOSHHOrO MOANCPIKaHHs
CNeAYIOLIMX CBOMCTB MEPCOHANbHBIX JaHHBIX!



- HOCTYNHOCTH TNEPCOHANBHBIX NAHHBIX Ul JIErafbHbIX MOJb30BatTenedl  (YCTOH4MBOro
dyskuronnposanus HHGbopMmanuoHHOH cuctembl GoHpa, npu KOTOPOM MNOJB3OBATEIH  HMEIOT
BO3MOYKHOCTb MOJIy4€HHsS HEOOXONMMBIX MEPCOHANBHBIX MaHHBIX W PE3YyJNbTATOB PEIICHHA 3adad 33
npUHeMIIEMOe 1J1s1 HUX BpeMs);

- LENOCTHOCTM W AayTEHTHUHOCTH (MOATBEPXJAEHHE ABTOPCTBA) MEPCOHANBHBIX JAHHBIX,
XPaHUMBIX U 06pabaThiBacMbIX B HH(POPMALMOHHON cucTeMe Ponaa 1 nepeaaBaeMoi 110 KaHalaM CBsI3H;

- KOH(UAECHUHAIBHOCTH - COXPAHEHHs B TailHe OMNpeleSCHHOH 4YacTH MEPCOHANLHBIX JAHHBIX,
XpaHHUMBIX, 00pabaTbIBAEMbIX U ME€peaBaeMbIX N0 KaHanaMm CBA3M.

HeoGx0auMblii YpOBEHb OCTYNHOCTH, LIEJIOCTHOCTH H KOH(MIEHLHAIbHOCTH MEPCOHAIBHBIX
JIaHHBIX 06ECIeuHBAETC COOTBETCTBYIOIMMH MHOXKECTBY 3HAYUMBIX YIpO3 METOLAMH H CPECTBAMH.

OcHoOBHbIE 327241 CUCTEMBI obecrneueHts 0e30nMacHOCTH MMEPCOHAIbHBIX JAHHBIX

Jlnst OCTHIKEHUS OCHOBHOM LENH 3alIMTBl U 0GeCrIeeH s YKa3aHHbIX CBOHCTB NEPCOHATBLHBIX
JaHHBIX cucTeMa ofecrevyeHus HHQopmaunoHHOH OGesonacHoctd oHAaa A0MKHA obecrneunBaThb
3((peKTHBHOE peLIEHHE CIIEAYIOLIHX 3aaa4:

- CBOEBPEMEHHOE BBISBJICHHE, OLUEHKA ¥ NPOTHO3HPOBAHHE HCTOUHHKOB yrpo3 MH(OPMaLHOHHOH
6e30MacHOCTH, MpPHYMH M YCIOBMi, CMOCOOCTBYIOLIMX HAHECEHHIO ywepba 3auHTEpECOBAHHBIM
cybbextaM  MHGOPMALMOHHBIX ~ OTHOLICHHH, HAPYLIEHHIO  HOPMAlbHOrO ()YHKLLHOHMPOBAHHS
nH(popMalMOHHOH cHcTeMbl (DOHIA;

- CO3JAHHE MEXAHU3Ma OMEPATHBHOTO PEarnpoBaHMs Ha yrposbl GesomacHOCTH HHdopmaunn u
HeraTHBHbIE TEHAEHUHH,

- CO3/laHHE YCJIOBHH U1l MUHHMH3ALMK W OKaNH3aliki HAHOCHMOTO yuiepba HenpaBoMePHbIMH
AeHCTBHAMH (U3MUYECKUX M FOPUAMYECKHMX JIML, OcnabieHHe HEraTHBHOIO BIMAHHA W JIHKBHIALMA
NOCNEACTBUH HapyLieHus 6€30macHOCTH HH(OpMaLHK;

- 3alMTy OT BMELIATENHLCTBA B NMPOLECC PYHKUHOHHPOBAHHS uapopmalnoHHo# cuctemer PoHIa
NOCTOPOHHHUX JIML (JOCTYN K HH(OPMALMOHHBIM pecypcam AOJKHBI HMETh TOJILKO 3aperucTpPUpOBaHHbIE
B YCTAHOBJIEHHOM ITOPSIIKE MO/1b30BATENH);

- pasrpaHHYeHHe NOCTYNa MOJb30BaTeNed K HHPOPMALUHOHHBIM, ANMAPATHBIM, NPOrPAMMHBIM H
uHbIM pecypcam DoHaa (BO3MOXKHOCTB AOCTYNA TOJNBKO K TEM PECYpcaMm M BBIMOJIHEHHS TOJIBKO TeX
onepauuii C HHMH, KOTOpbIE HEOOXOAWMbI KOHKPETHBIM [MONb30OBATENAM NS BbINOMHCHUA CBOMX
ciyxe6HbIX 06513aHHOCTE!H ), TO €CTh 3aLIUTY OT HECAHKLIHOHWPOBAHHOIO JOCTYNA;

- ofecneyeHue ayTeHTH(QUKALMM MONb30BATENEH, Y4acTBYIOWMX B HHYOPMALMOHHOM obmeHe
(noATBepKACHHE NOANHHHOCTH OTIPABUTENS U NONIyyaTess nH(OpMaLHH);

- 3aLUATY OT HECAHKLIHOHUPOBAHHOH MOAH(HUKALKH HCTIONL3YEMBIX B MH()OPMALIHOHHOM CHCTEME
doHAa MPOrpaMMHbIX CPEACTB, @ TAIOKE 3AUIMTY CHCTEMbI OT BHEAPEHMS HECAHKLHOHHPOBAHHBIX
NporpaMm, BKJIIOYas KOMIbIOTEPHbIE BUPYChI,

- 3awuTy MHQOPMALIMK OrPaHHYEHHOrO MOJIb30BaHMs OT YTEUKH M0 TEXHHHYECKHM KaHaaM IpH
ee 06paGoTKe, XpaHEHHH M Nepefaye Mo KaHanam CBs3H.

OcHOBHBIE NYyTH pPCLUECHHUA 3a1ay CHCTCMbI 3allHTbl

[MocTaBieHHbIE OCHOBHbIE LIEH 3alMThl H pelleHne NepeurCIEHHbIX BbILIE 3a1a4 10CTHraloTCA.

- CTPOTMM YHETOM BCEX MOIJIeNALINX 3ALUMTE PECypcoB uHpopMaLnoHHOl cuctemsl PoHza
(uHopmaLuu, 3a1a4, JOKyMEHTOB, KAHAIOB CBA3H, CEPBEPOB, ABTOMATH3HPOBAHHbIX pabouMX MECT);

- )KypHanHpoBaHHEM ACHCTBUI mepcoHana, oOCyUIECTBMIOEro odcnyxxuBaHue ¥ Moau(pHKaLHIo
NPOrpaMMHBIX ¥ TEXHHHYECKHX CPEACTB HH(OPMALIHOHHOH CHCTEMBI,

- MOJIHOTO#, pealbHOH BBINOJHMMOCTBIO H HENPOTHBOPEUHBOCTHIO TpeboBaHHi OpraHU3alHOHHO-
pacropsuTebHbIX AoKyMeHTOB Ponaa no Bonpocam odecrnevenns 6e30MacHOCTH HH(OPMALIUY;

- MOArOTOBKO# AOMKHOCTHEIX JiHL (COTPYAHMKOB), OTBETCTBEHHbLIX 33 OpraHH3alMWio H
OCYLLECTBJIEHHE MPAKTUYECKHX MEPONPHATHH MO obecrneteH IO 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX H
[poLeccoB UX 06paboTKH;

- HaZeneHHeM KAKIOTO COTPYAHMKA (0nb3oBaTess) MHHUMAJILHO HEOOXOAMMBIMH  [IA
BHINONHEHHST WM  CBOMX  (DYHKUHOHAJBHBIX ~OOS3aHHOCTEH MOJHOMOYMSMH 1O AOCTymy K
uHOpMaLMOHHBIM pecypcam PoHza;



- YETKHM 3HaHHEM U CTPOrMM COONIOAEHHUEM BCEMHU MOJIb30BATENIMH HH(POPMALIUOHHOH CHCTEMBI
donna TpeGoBaHUI OpraHW3alHOHHO-PACMOPAAHTENbHBIX OKYMEHTOB MO BOMpocam obecneyeHus
OezonacHOCTH HH(pOPMaLHH;

- TIEPCOHAJIBHOM OTBETCTBEHHOCTBIO 3@ CBOM AEHCTBHS KAXKAOrO COTPYAHHKA, B paMKax CBOHX
(GyHKLHOHANBHBIX 00A3aHHOCTEH HMEIOIIEro AOCTYN K HH(opMaLHOHHEIM pecypcam PoHaa,

- HENpEepBIBHBIM  MOJJEPKAaHHEM HEOOXOMMMOro YpPOBHS  3aLUMIIEHHOCTH  3JIEMEHTOB
uH(popmaioHHO# cpenbl PoHAa;

- NpUMeHEHHeM (PU3HYECKHX M TeXHMYECKHX (MPOrpamMMHO-ANNaparHbiX) CPeACTB 3alUMThl
peCypcoB CHCTEMbI H HEMPEPBIBHOH aIMUHHCTPATHBHON NOMNEPIKOHA HX UCTIOJb30BAHNS,

- 3()peKTHBHBIM KOHTPOJEM Hal COOJIOACHHEM MOML3OBATENIMH HH(OPMALMOHHBIX PECypcoB
dounpa TpeboBaHui Mo obecneueHHIo 6e30NacHOCTH HH(OPMALIMH;

- IOPUAMUECKON 3alunTOH HHTepecoB POHAA NPH B3aHMOLEHCTBHH ¢ BHELUHUMH OpraHU3aLHAMH
(CBS3aHHOM C OOMEHOM MEPCOHANbHBIMH JAaHHBIMM) OT MPOTHBOMPABHBLIX NEHCTBHH, KaK €O CTOPOHBI
3THX OpPraHu3aluii, Tak ¥ OT HECAHKLMOHHPOBAHHBIX AEHCTBHH 00C/Ty)KHBAIOLEro NEpCoHaNa H TPETbHX
UL,

OCHOBHBIE IIPUHUUIIBI IOCTPOEHUSI CHCTEMbI BE3OITACHOCTH
NEPCOHAJIbBHBIX JAHHbBIX

[locTpoenue cucTeMbl, obecreveHHs: 6e30MacHOCTH MePCOHANbHBIX AaHHBIX (oHna, W ee
(QyHKUHOHHPOBAHHE JOMKHBI OCYIUECTBAATLCS B COOTBETCTBMM CO  CNEAYIOLUMMH  OCHOBHBIMH
NpHHUKIAMH:

- 3aKOHHOCTb;

- CHCTEMHOCTD,

- KOMITJIEKCHOCTb;

- HEMPEPBIBHOCTD;

- CBOEBPEMEHHOCTD;

- IPEEMCTBEHHOCTb K HENPEPBLIBHOCTL COBEPLUICHCTBOBAHHSI;

- pasyMHasi IOCTaTOYHOCTb (IKOHOMHYECKas! Liesiecoobpa3HoCTh);

- epCOHaNbHAsl OTBETCTBEHHOCTB;

- MUHHMH3aLHA TOTHOMOYMA;

- HCK/IIOUEHHE KOH(IMKTa HHTEPECOB;

- B3aHWMOJEHCTBHUE U COTPYAHHUYECTBO,

- THOKOCTBb CHCTEMBI 3aLHUTBI;

-OTKPBITOCTh AJIFOPHUTMOB M MEXaHM3MOB 3ALLMTBI;

- IPOCTOTa MPUMEHEHHS CPENCTB 3ALUMTBI;

- 060CHOBAHHOCTb H TEXHUUECKAsI peIM3YEMOCTh;

- creuManu3anys 4 npo(eCCHOHANU3M;

- 003aTeIbHOCTE KOHTPOJIA.

3aKOHHOCTD

[MpexnonaraeT OCYLIECTBIEHHE 3ALUWTHBIX MEPONIPHATHH 1 Pa3paboTKy cHCTeMbl Ge30MacHOCTH
NepcOHAbHBIX JaHHBIX (POHA B COOTBETCTBHH C NEHCTBYIOLIMM 3aKOHOAATEILCTBOM B 001aCTH 3alLHThI
NEpCOHANBHBIX JAHHBIX, @ TAKXKE APYrHX 3aKOHOAATENLHBIX aKTOB M0 6€30NMacHOCTH unpopmauun PO, ¢
NPMMEHEHHEM BCEX O03BOJIEHHbIX METONO0B OOHAPYIKEHHS U MIPECEUCHHs NPABOHAPYEHUHH NpH paboTe ¢
NEPCOHANLHBIMA  J@HHbIMH. [IpHHATEIE Mepbl 6€30nacHOCTH MEPCOHANLHBIX AAHHBIX HE JOJDKHBI
MPEeNATCTBOBATh AOCTYNY IPABOOXPAHHUTENbHbIX OPraHOB B MPENYCMOTPEHHBIX 3aKOHOAATENBCTBOM
clyyasx.

Bce nonb3osarenu MH(DOPMAUMOHHON cucTembl (OHIA AOJKHBI WMETb NpeacTapiieHne 06
OTBETCTBEHHOCTH 32 NpaBoHapyLIeHus B 061acTH 06pabOTKK NEePCOHANBHBIX NaHHBIX.

CucreMHOCTD

CuCTeMHBIH MOAXOA K MOCTPOEHHIO CHCTEMbI 3aliThl HH(popMaLuy B DoHIe MpeanonaraeT yuer
BCEX B3aMMOCBA3AHHBIX, B3aUMOZACHCTBYIOIMX W HM3MEHSIOLMXCS BO BPEMEHH JJIEMEHTOB, yCIOBHH M
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()aKTOpOB, 3HAUMMBIX JUIA NOHHMAHHMs M pelleHds npobnembl obecreueHns 6e30macHOCTH
NEPCOHANBHBIX JaHHbIX.

TTp¥ cO34aHHH CHCTEMBI 3aUKMThI JOKHBI YUHTHIBATECA BCE cabble i Haubosiee ys3BUMBIC MECTa
nu(opMaLHOHHOH crcTeMbl (DOHMA, a TAKKE XapaKTep, BO3MOXKHLIE OOBEKTHl 1 HANPABICHHA aTaK Ha
Hee CO CTOPOHBI HapyLUHTeNIeH (0COGEHHO BBICOKOKBATH(DHLHMPOBAHHBIX 3n0yMblLIeHHUKOB). Cuctema
3aLMTHl JOJDKHA CTPOMTBCS C YYETOM HE TONIBKO BCEX HW3BECTHBIX KaHAJIOB NMPOHMKHOBCHHS H
HECAHKLMOHHPOBAHHOTO JOCTyna K WHdopMauuu, HO M C Y4E€TOM BO3MOXKHOCTH MOABJICHHA
NPHHLMIHATBHO HOBBIX MyTel peanu3aluy yrpo3s 6e30nacHoCTH.

KoMniexcHOCTh

KOMIJIEKCHOE  MCIIOJNIB30BAHME METOAOB M CPEACTB  3al(MTBl  KOMIbIOTEPHBIX  CHCTEM
NpeAnonaraeT CoriacoBaHHOE NPUMEHEHHE PASHOPOAHBIX CPEACTB MPH MOCTPOCHHH LIEJIOCTHOH CHCTEMBI
3ALUMTBI, NEPEKPLIBAIOLLEH BCE CYLIECTBEHHbIE (3HAYHMbIC) KAHANIbI Peanu3alli yrpos u He cozepaiiei
cnabbiX MECT Ha CThIKAX OTAENbHBIX €€ KOMMOHEHTOB. 3aluTa A0/DKHA CTPOMTLCS JLICTOHUPOBAHO.
BuewHss 3allMTa AO/MKHA obecneuuBaThCs (PU3MUECKMMH CPEACTBAaMM, OPraHM3alMOHHBIMH H
TNPaBOBBIMH MEPAMH.

HeﬂpeprBHOCTb 3aLHTBI

OGecrnedeHne 6e30NacHOCTH IEPCOHANBHBIX JAHHbIX - NPOLECC, OCYLUECTBIIACMbIH PyKOBOACTBOM
donaa, AIMUHHCTPATOpaMu 6€30IacHOCTH HH(POPMALOHHON CHCTEMBI K COTPYAHUKAMM BCCX ypOBHEil.
1o He TONLKO W He CTOABKO MpoLedypa WM MOJUTHKA, KOTOPas OCYLIECTBIACTCS B orpeneaeHHbIA
OTpe30K BPEMEHH WJIH COBOKYMHOCTb CPEACTB 3aLUMTBI, CKOJIbKO MPOLECT, KOTOPBbIii AOMKEH MOCTOSHHO
HITH Ha BCEX YPOBHAX BHyTpx QOHAA M Kax/blil cOTpyaHHK POHAA AOMKEH MPHHUMATD yHACTHE B 3TOM
npouecce. JlesTenbHOCTe MO 0becrneueHuo rH(MOpMaALOHHOH 0(€30MacHOCTH  ABJACTCS cOCTaBHOM
YACTLIO NMOBCEAHEBHOH esTenpHOCTH Ponaa 1 ee 3pPEeKTUBHOCTb 3aBHCHT OT Y4acTHs PYKOBOICTBA
donaa B obecneyeHHH HHPOPMALHOHHON G€30MacCHOCTH NEPCOHATBHbBIX AaHHBIX.

Kpome Toro, GONMBLIKHCTBY (PU3MUECKHX M TEXHHUECKHX CPEACTB 3aluMThl AJIA s¢pdexTnBHOrO
BBLIMOJHEHHS CBOMX (yHKuMM HeoOXoauMa IOCTOsIHHAS OpraHH3alHOHHAs (aIMHHHCTPATHBHAA)
nojepxka (CBOeBpeMEHHAs CMeHa W obecreveHHe MpaBHIbHOrO XpaHeHns H NPUMEHEHHST HMEH,
naposieii, nepeonpeneneHne nojgHoMounii u T.0.). Ilepepbisbl B paboTe CPeACTB 3aLIUTbl MOIYT ObITb
HCITONB30BAHbl 3JOYMBIUUIEHHHKAMH Ul aHAM3a TMPUMEHSEMBIX METOJ0B W CPeACTB 3alIMTBI, Al
BHEPEHHUs CNELHalbHBIX MPOrpPaMMHBIX M aNflapaTHbIX "3aknafoK" ¥ JPYrMX CPEACTB NPEOAOJICHHS
3L THI.

CBOEBpEMEHHOCTD

TpeanonaraeT yNpexIAlOWMii XapakTep Mep obecneueHus 6e30MacHOCTH NEPCOHANbHBIX
NaHHDIX, TO €CTh TOCTAHOBKY 33124 N0 KOMIUIEKCHOH 3allMTe NEPCOHANBHBIN JAHHDIX H PCATH3ALHII0 MCD
oBecrieyeHins Ge30MacHOCTH MEPCOHANbHBIX AaHHBIX HA PAHHUX CTAAHSX pa3paboTKH ¥H(pOPMALMOHHBIX
CHUCTEM B LIEJIOM H HX CHCTEM 3aLUMThl, B HaCTHOCTH.

PaspaGoTka cHCTEMBI 3aIIUTBI AOJKHA BECTHCh MapajieNbHo ¢ pa3paGoTKO#l H Pa3BUTHEM CaMOH
samumaemMoll MH(OPMALMOHHOM CHCTEMbL. JTO MO3BOAMT y4eCTh TpeboBaHHs 6€30MacHOCTH TIpH
[POEKTUPOBAHHH APXUTEKTYPBI M, B KOHEUHOM CHETE, CO3MaTb Gonee >pdexTHBHBIE (KaK MO 3aTpaTam
peCypCOB, TaK H 110 CTORKOCTH) CHCTEMb, 00/IAIA0LIHE IOCTATOMHBIM yYPOBHEM ALHIICHHOCTH.

[IpeeMCTBEHHOCTb H COBEPLICHCTBOBAHHE

[lpeanonaraeT NOCTOSHHOE COBEPLIEHCTBOBAHHE Mep H CPEACTB 3ALLMTBI MEPCOHATBHEIX JaHHbBIX
Ha OCHOBE NPEEMCTBEHHOCTH OPTraHM3alHOHHBIX H TEXHUUCCKHX pelieHui, KaapoBOro COCTaBa, aHAIN3a
(yHKLHOHMPOBAHHUS MH(POPMALMQHHOH chcTeMbl POHAA M CHCTEMDI €€ 3alLUTBI C yHCTOM M3MEHEHHH B
MeTOodaxX M CpeacTBaX nepexpaTa WH(OpMaLHH, HOPMATHBHBIX TpeGOBaHHH MO 3aLIMTE, JOCTHIHYTOTO
OTeueCTBEHHOTO M 3apyBEXHOro OnbiTa B 3TOH 00NIACTH.



PazymHas 0CTaTOYHOCTb (3KOHOMHUUECKAs! LIENECO00Pa3HOCTD)

IMpennonaraeT COOTBETCTBHE YPOBHs 3aTpaT Ha obecrieyeHue Oe30MacHOCTH MEPCOHANBHBIX
JaHHBIX LEHHOCTH HH(OPMALHOHHBIX PECYPCOB H BENHYHHE BO3MOXKHOIO yuiepda OT HX pasriatenus,
yTpaThl, YTEUYKH, YHHYTOKEHMA M HCKaxeHus. Vcnonb3yemble Mepbl W CpeiCTBa obecrnieuenus
Ge30MacHOCTH  HH(POPMALMOHHBIX PECYPCOB  HE  JOJDKHBI  3aMETHO  YXYAWATh IProHOMHUECKME
nokasareny paboTbl KOMNOHEHTOB HH(OPMALMOHHON crcTembl PoHAa. Msnuumnye mepsl 6€30MacHoCTH,
[IOMHMO 3KOHOMHYECKOH HEI((PEKTUBHOCTH, IPUBOAST K YTOMIICHHIO H Pa3paKEHHIO NIepcoHana.

Co3nats abCOIOTHO HEMPEONONUMYIO CUCTEMY 3alUlUThl MPHUHLHUMNHAILHO HEBO3MOXHO. [Toka
NEepCOHANBHBIE JaHHBIE HAXOAATCA B OOpalUCHHH, MPHHAMACMBIE MEpbl MOrYT TONbKO CHHU3UTDH
BEpOATHOCTL HETATHBHBIX BO3AEHCTBUH WM yiiepd OT HHX, HO HE HCKJIOYHTb HX MOJHOCTBIO. [Tpu
JIOCTATOUHOM KOJIMYECTBE BPEMEHU M CPECTB BO3MOXHO IPEOAOJIETh JII00YIO 3aLHuTY. [TosTOMY MMEET
CMBIC  PACCMATpUBATh  HEKOTOpbI  NpHeMIeMblii  ypoBeHb  obecneveHHs 6e30MacHOCTH.
BricokoappeKTHBHAsE CHCTEMA 3ALUMTBI CTOUT JIOPOro, HCMONL3YET NpH paboTe CyLIECTBEHHYIO YacCTb
pecypcoB M MOXET CO3/aBaTh OLIYTHMBIC JOMOJHUTE/bHbIC HeynoOcTBa MO/b30BaTENsAM. BaxHo
NpaBUILHO BHIOpaTh TOT JOCTATOYHBIH YPOBEHb 3AIUMTHI, NPH KOTOPOM 3aTpaThl, PHUCK M pasMep
BO3MOXKHOTO yiriepOa 6p1an Obl NPHEMIIEMBIMH.

Hepconanbuaﬂ OTBETCTBEHHOCTD

IMpeanonaraeT BO3NOXKEHHE OTBETCTBEHHOCTH 3a ofecrneueHHe 0€30nacHOCTH MEPCOHANBHBIX
JaHHBIX M CHCTEMbI MX 0OpabOTKHM Ha KaX/0ro COTpyIAHHKa B Mpeiejiax ero nojHomounit. B
COOTBETCTBHM C 3THM TNPUHLMIIOM PacIpesesieHHe npaB v 00s3aHHOCTEH COTPYAHHKOB CTPOHTCA TaKHM
obpa3zom, 4ToObl B cliyuyae JNioG0ro HapyweHHst KPYT BHHOBHHKOB Obl1 YETKO M3BECTEH WJIHM CBEACH K
MHHUMYMY.

MuHEMH3aUMs1 TOTHOMOYHH

O3HayaeT NpefoCTaBeHHe MOb30BATENSAM MHHHMANbHBIX MpPaB JOCTYNa B COOTBETCTBHH CO
cnyxe6HOol HeoGX0AUMOCThIO. JIOCTYM K NEPCOHANbHBIM AAHHBIM JIOJKEH NpPEAOCTABNATECA TONBKO B
TOM cilydae M OOBEME, €ClH 3TO HEOOXOAMMO COTPYAHHMKY JUIS BBIMOJIHEHHS €ro NODKHOCTHBIX
00s13aHHOCTEH.

Wcknioyenye KOHPIMKTA HHTEPECOB (pa3aenenne GpyHKUHii)

JdpexTuBHas cucTema obecrneuenus MHPOPMALMOHHOH G€30MACHOCTH NPEANONAracT HeTKOE
pasjeneHue 0oOA3aHHOCTEH COTPYAHMKOB M MCKIIOYCHME CHTYalHH, KOraa cepa OTBETCTBEHHOCTH
COTPYNHMKOB HOMycKkaeT KOH(AMKT uHTepecoB. Cdepbl NOTEHUHANBHbLIX KOH(JIHKTOB  HOMKHbI
BLIAB/ATHCS, MHHUMH3HPOBATLCA, W HAXOAMTCS NOA CTPOrMM HE3ABHCHUMbIM KOHTPO/IEM. Peanusauns
JAHHOrO MPHHLMNA MPEANoJiaraeT, 4TO HE OJMH COTPYAHHK HE AO/DKCH HMETH [10JIHOMOYHMH,
N03BOASIOIMX €My CAMHONMYHO OCYILUECTBIATh BBINOJHEHHE KPHUTHUHBIX OTEPALMH. Hapnenenue
COTPYAHHKOB MOMHOMOYHSMH, TOPOXKIAIOWNMA KOH(IMKT HHTEPECOB, HACT €My BO3MOXKHOCTDL
NOATACOBBIBAT MH(OPMALMIO B KOPBICTHBIX LESIX WM C TeM, 4TOObl CKpBITH npodnemMpl HIIH
noHeceHHble YOBITKH. ISl CHIDKEHMs DHCKA MAHMIYIMPOBAHHA MEPCOHAIBHBIMH NAHHBIMM H pHCKa
XHILEHHS, TAKHE TIOJHOMOUMS AOJKHEI B MAKCHMaibHO BO3MOMNKHOH CTeneHH OBITh Pa3ieNeHbl MEXIy
pasIMUHLIMH COTPYAHHKAaMH MM noapasaenenuamu Ponna. HeobxoumMo npoBOAUTL NEPUOAHHCCKHE
NpoBepKkH 06s3aHHOCTEH, PYHKUMH U AESTENbHOCTH COTPYAHHKOB, BBINONHSIOWHX IJTIOUCBLIC (byHKUHH,
¢ TeM, YTOOBI OHHM He MMESH BO3MOXHOCTH CKpbIBATh COBEPLICHHE HEMPABOMEPHBIX ACHCTBHH. Kpome
TOro, HEOOXOAMMO NPUHMMATD CMIELHATBHBIE MEPDI 10 HEAOMYLUEHHIO CrOBOPA MENIY COTPYAHHKAMH.

B3auMoneiicTBHE U COTPY AHHYECTBO
lNpeanonaraet co3fanne 6aaronpuaTHON arMoc(epbl B KOJUIEKTHBE donna. B taxoii obcTaHOBKE

COTPYAHUKH JOJDKHBLI OCO3HaHHO cobnronars YCTaHOBJICHHbIC NpaBujIa H OKa3bIBaTL COAECHCTBHE
JESITENbHOCTH aAMUHHCTPATOPOB He3omacHOCTH PIH([)O[)MQU.HOHHOH CUCTEMBI [I€PCOHANBHBIX OAHHbIX.



BaHbIM ieMEHTOM S(QEKTHBHOH CHCTeMbl obecreuentst ©e30MacHOCTH  NEPCOHAIBHBIX
naHHbIX B DoHe SBAAETCS BbICOKas KyibTypa paboThl ¢ unpopmauHer. PykoBoncteo donzja Hecer
OTBETCTBEHHOCTh 3a CTPOroe COOJNIIOJEHHE OJTHYECKUX HOPM H CTaHAapTOB npogeccHoHaIbHON
JEATENbHOCTH, MOAYEpKUBAIONIEH ¥ ACMOHCTPUPYIOLIEH MepcoHaly Ha BCEX YPOBHAX BAXKHOCTE
o6ecrieuernss HHpopmauroHHOH GesonacHoctd Ponpa. Bee coTpyAHHMKH donaa AOMKHbI NMOHUMATH
CBOIO ponb B Tpoliecce obecneueHus MH(pOPMALMOHHOH Ge30TacHOCTH W NMPUHUMATL yHacTue B 3TOM
npouecce. HecMOTpst Ha TO, UTO BBICOKas KyJbTypa obecreuenis uH(popMaLHOHHOH 6e30MacHOCTH He
rapaHTHpyeT aBTOMATHYECKOrO JOCTHKEHHs LeJIEH, €€ OTCYTCTBHE CO3ACT GoJibIlEe BO3MOKHOCTEHR Al
HapyLIeHHs Ge30MacHOCTH Wil He 0GHapyKeHUs (aKTOB ee HapyLUeHHL.

['MOKOCTb CUCTEMBI 3ALLHTbI

Cucrema obecneueHns HHPOPMALHOHHOM 6e30MacHOCTH A0TKHA OBITh crnocoOHa pearupoBaTh Ha
U3MEHEHHs BHEIUHeH cpelbl U yCIoBHil ocyllecTBeHus POHAOM CBOCH ACSTENBHOCTH. B umcno Taknx
M3MEHEHUIH BXOJAT:

- U3MEHEeHHs OPraHH3aLMOHHOM | WTATHOH CTPYKTYpbl POHAY;

- M3MeHeHHe CYLIECTBYIOLUIMX HIM BHEAPEHHE TNPHHUHMMHANLHO HOBBIX MH(OPMALIHOHHBIX
CHUCTEM;

- HOBbIE TEXHHYECKHE CPEACTBA.

CBOHCTBO THGKOCTH CHCTEMBI obecnedenus HHpopMaLonHoi 6e30nacHOCTH H30aBaseT B TAKUX
CHTyauusix OT HEOOXOAUMOCTH MPHHATHA KapAWHANBHBIX MEp MO MOAHON 3aMEHe CPEACTB W METOAOB
3alLKMThbl HA HOBBIE, YTO CHIKAET €€ 00LI1y0 CTOMMOCTD.

OTKpblTOCTb aJIrOPHTMOB H MEXaHH3MOB 3allUTb!

CyThb NPUHLMIA OTKPHITOCTH &JITOPHTMOB ¥ MEXAHH3MOB 3aLUHMTE COCTOMT B TOM, UTO 3alIMTa HE
JI0/KHa ODEcrneunBaTsCsl TOJNBKO 3@ CYET CEKPETHOCTH CTPYKTYpHOI OpraHu3auMy W ajropuTMoB
(pyHKUHOHHPOBAHHS €€ MOJACHCTEM. 3HaHHE AITOPUTMOB PaboThi CHCTEMbI 3ALIMTEI HE JO/KHO AaBaTb
BO3MOXKHOCTH €€ MpeofoieHus (aaxe apTopaMm). OJTO, OAHAKO, HE O3HAYACT, HTO uupopmanusa 00
HCMOJIL3YEMBIX CHCTEMAX M MEXaHH3MaXx 3alliThbl OKHA 6bITh 00LICAOCTYNHA.

[IpocToTa NPUMEHEHHS CPEACTB ALK TLI

MexaHu3Mbl M METOAbl 3aLIMThl AOMDKHBL OBITb MHTYMTHBHO TOHATHBI M MpOCTBI B
MCrOMB30BaHKH. [IpMMEHeHHe CPeACTB M METOLOB 3allMTbl HE AOJDKHO ObITb CBA3aHO CO 3HAHHEM
CTICLMANBHBIX A3bIKOB MJIH C BBIMOJHEHHEM AEHCTBHH, TPEOYIOWUX 3HAYHTEIBHBIX JIOTIOIHUTEIBHBIX
TpyAo3aTpart npy 06b1uHOH paGoTe 3aperuCTpHPOBAHHBIX 0JIb30BATENEN, a TAKXKE HE JOMMKHO TpebOBaTh
OT NOJIb30BATEN BHIMOJAHEHHS! PYTHHHBIX MAJIONIOHATHBIX EMY Onepauui.

O60CHOBAHHOCTDL U TEXHHUYECKAs peaJin3yeMOCTb

I/IH(bopMaLlMOHHBIC TEXHOJIOTHH, TEXHHUYECKHE W MPOrpaMMHLIC CpeICTBa, cpeacrsa H MCpbl
3alUUTh] MCPCOHANBHBIX JaHHBIX JOJDKHBI ObITh peajin30BaHbl Ha COBPCMEHHOM YPOBHE Pa3BHTHI HayKH
H TEXHUKH, 000CHOBaHbI C TOUKH 3PEHHS JNOCTHXKEHHA 3alaHHOIr0 YpPOBHS 0e30nacHOCTH nH(bopmaunn H
IKOHOMHYECKOH uenecoo6pa3ﬂocm, a TaKk)Ke HOJDKHB! COOTBETCTBOBATL YCTAHOBJICHHLIM HOopMaM H
Tp€6OBaHI’IﬂM rno 0e30rnacHOCTH NNEPCOHANBLHBIX AAHHLIX.

Crneuunanu3auus 1 npodhecCnoHanusm

TpeanonaraeT npueieyeHHe K pa3paGoTke CPEACTB W peaiusalii MEp 3aLllHTbI NepCoOHaNbHBIX
JAHHBIX CMELMANH3HPOBAHHBIX OpraHu3auud, Haubornee MOATOTOBNCHHLIX K KOHKPETHOMY BHIY
NeSTENbHOCTH MO  ofecreueHHo  6e30macHoCTH  MH(OPMALHMOHHBIX  PECypCOB, HMEIOUIHX OMBIT
NpaKTHYeckol paboTbl M roCyAapCTBEHHYIO JHMUEH3MIO Ha NpaBo OKasaHi yciayr B 9Toil 00acTH.
Peanu3auys agMUHHUCTPATHBHBIX MeEp M OKCIUlyaTalks CPEACTB 3alUHTbl N0JDKHA OCYILECTBIATHCS
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NpPO(PECCHOHATbHO MNOATOTOBNEHHBIMH crienHanuctaMd @oHpa (OTBETCTBEHHBIMH 3a OpraHH3aLHIo
06paboTKH NepcoOHaNbHBIX JaHHBIX).

O6s13aTeNbHOCTb KOHTPOJISI

[Tpennonaraer 00s3aTeNbHOCTE M CBOEBPEMEHHOCTH BBISBJIECHUS H MPECEUYEHHS MOMBITOK
HapylEHHUs! YCTAHOBJIEHHBIX NpaBui, obecrneueHunst 6e30MacHOCTH MEPCOHANBHBIX JAHHBIX, HA OCHOBE
MCIMOJIb3YEMbIX CUCTEM W CPEACTB 3aLUHThl NEPCOHANbHbBIX AAHHBIX, IPH COBEPILIEHCTBOBAHHH KPHUTEPHEB
M METOJ0B OLEHKH 3(P(PEKTUBHOCTH ITHX CHCTEM H CPE/CTB.

KoHTposb 3a AesATeNbHOCTBIO JIFOOOT0 MOJIb30BATENS], KAXKAOr0 CPEACTBA 3alUMTELl M B OTHOLUIEHHH
noboro o0bEeKTa 3aLUMTHI HOMKEH OCYLIECTBJIATHCS HAa OCHOBE MPHUMEHEHHS! CPEACTB OMNEPAaTHBHOIO
KOHTPOJIA M  perucTpauMd W JOJDKEH OXBaThiBaTh KaK  HECAHKUMOHHPOBaHHBIE, TaK H
CaHKLIMOHUPOBaHHBIE AEHCTBH M0JIb30BATENEH.

Kpome Toro, sdextusHas cucrema obecneueHus HH(popMalUHOHHOH Oe3onacHocTH Tpebyer
HaNMuus aleKBaTHON K BceoOBbeMITIOLEH HH(POPMALIHK O TEKYLLEM COCTOSTHHH INPOLECCOB, CBA3AHHbIX C
JABHXKEHHEM HH(OPMalMKU W CBEACHHH O cOOMIOAEHHH YCTaHOBJAEHHLIX HOPMATHBHBLIX TpeGoBaHWH, a
TaK)Ke JOMOJHUTENbHOM HMH(OPMALKK, MMEIOLEH OTHOWICHHE K NPHHATHIO pelueHuit. Mudopmaiys
JOJKHA ObITh HAZEKHOM, CBOEBPEMEHHOH, NOCTYHON U NPABHIILHO O()OPMIIEHHOH.

Henoctatkn  cucTeMbl  obecrneueHdss  MHGOPMALMOHHON  0€30MacHOCTH,  BBIABJICHHBIC
coTpyauukaMi (MOHAAa AOKHBI HEMEMLIEHHO MOBOAMTBCA 1O CBeAeHMs pykopoautens QPonpa H
ONEpaTHBHO YCTPaHAThCS. BOMpPOCH], KOTOpbIE KaXXyTC HE3HAYMTENbHBIMH, KOra OTAEJbHbBIC NPOLECCHI
paccMaTpUBAIOTCS M30JHPOBAHHO, NIPH PACCMOTPEHHHM MX HapsAy C APYHMH acneKkTami MOTYT yKa3aTb
Ha OTpHULATENbHBIE TEHAEHLMH, FPO3sIME [EPEPACTH B KPyMHble HENOCTATKH, €CiiM OHM He OynyT
CBOEBPEMEHHO YCTPAHEHBI.

MEPBI, METOJIbI 1 CPEJCTBA OBECIIEUEHHAS TPEBYEMOI'O YPOBHSI 3ALLIUTDI
WHOOPMAILIMOHHLIX PECYPCOB

Mepbl 06ecrieueHus HH(pOpMaLHOHHON 6€30NaCHOCTH
Bce mepsl obecneuenus Ge3onacHocTH HHGOPMALMOHHOM cHCTEMbI POHAA MOAPA3ACAIOTCS Ha:
- IpaBoBble (3aKOHOAATENbHBIE);
- MOpPaJIbHO-3THYECKHE;
- TEXHOJIOTHUYECKUE;
- OpraHu3alMOHHBIE (aIMHHHUCTPATUBHBICE);
- (pusnueckue;
- TEXHUUECKHe (annapaTypHble H IPOrpaMMHbIE).

3akoHOAATENbHbIE (IIPABOBLIE) MEPDI 3ALLHTbI

K npaBoBbIM MepaM 3allMThl OTHOCATCS AEiiCTBYIOLME B CTPAHE 3aKOHbI, YKa3bl H HOPMATHBHbIC
aKTBI, pErlaMeHTHPYIOLIME NpaBiia 06palleHns ¢ NEPCOHANBHBIMU AaHHBIMH, 3aKPEMUIAIOLINE NpaBa 1
0053aHHOCTH YYaCTHHKOB HH()OPMALMOHHEIX OTHOLUEHHH B Mpouecce UX 06paboTKku U HCMO/B30BaHK, 8
TAKKe YCTAHABIHMBAIOLME OTBETCTBEHHOCTD 3a HAPYLIEHUs 3TUX npaBuJl. [IpaBoBbie MEpPBI 3aIUMThI HOCIT
B OCHOBHOM YNpexiaromuii, npo¢unaktuieckuit xapakrep U TpeOyiOT NMOCTOSHHOH PasbiCHHTEIBHOH
paGoTHI C MOB30BATENSMH H 06CIYKHBAIOLIHM [IEPCOHANIOM HH(OPMAUHOHHOH cHcTeMbl DoHIA.

MopajibHO-3THUECKHE MEPbI 3ALUHTEI

K MOpanbHO-3THYECKMM MepaM OTHOCSTCS HOPMbl MOBEACHHS, KOTOpblE TPaaHLUHOHHO
CIIOMMIIMCE WM CKJIAAbIBAIOTCS MO MEPE PacnpOCTPaHEeHHs HH(POPMALHOHHBIX TEXHOJOTHIT B 00LeCTBe.
OTH HOpMbl GONblIEH YacTbi0 HE SABMAIOTCA 003aTENbHBIMH, KaK 3aKOHOJATCIIbHO YTBEPKACHHBIC
HOPMATHBHBIE aKThl, OAHAKO, WX HECOOMIONEHHE MOXET MPHBECTH K MAJACHHIO aBTOPMTETA, MpPECTHNA
yesoBeKa, rpynibl Aul win GoHaa B LeoM. MopanbHO-3THUECKHE HOPMBI OBIBAIOT KaK HEMHCAHbIC, TaK
W THCaHBIE, TO €CTh O(DOPMIEHHBIE B HEKOTOPbIl CBOA (YCTaB) MPaBHJ WM MpearnucaHunit. MopanbHo-
STHYECKHE MEPbI 3ALUHTBI ABAAIOTCS NPOPUIAKTHUECKHMH M TPeGYIOT NOCTOAHHOH paboThI N0 CO3AAHHUIO
3J10pOBOTO MOPAJIbHOTO KJIMMATa B KOJIJIEKTHBE.

TexHonoruueckue Mephbl 3aLLHThI
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K maHHOMY BHOY Mep 3alllUThl OTHOCATCS Pa3sHOrO poAa TEXHOJOrHYECKHE PELIEHHS H NMPHEMBI,
OCHOBaHHbIE HAa MCMOJB30OBAHHH HEKOTOPHIX BHIOB M30BITOUHOCTH (CTPYKTYPHOI. (pyHKLHOHAILHOH,
HH(OPMALIMOHHOH, BpEeMEHHOH M T.N.) W HaANpaB/lE€HHbIE HA yMEHbLIEHHE BO3MOXKHOCTH COBEPLUCHHS
COTpYOHHKaMH OLUMOOK W HAapYLUEHHH B paMKax NMPEeAOCTABIEHHBIX HM 1PaB U IOJHOMOYHH.

OpraHu3auyoHHble (A AMHUHHCTPATHBHbIE) MEDPbI 3aLLNTBI

OpraHu3auuoHHbIE (aAMHHHCTPAaTHBHBIE) MEphl 3alUMTBl - 3TO MEPbl OpraHM3aLHOHHOrO
XapakTepa, perjiaMeHTHpYylolMe npoueccsl (yHKUHOHHPOBaHHS CHCTEMBI 00pabOoTKHM MEPCOHANBHBIX
JaHHBIX, HCIIONb30BAaHUE €€ PECYPCOB, AEATEIbHOCTh 0OCIY)KHMBAIOWErO NEPCOHANA, a TAKXKe MOPSAOK
B3aMMOJEHCTBMA TNOJb30BaTeNed ¢ CcuCTEMOH TakuM oOpa3oM, uToObl B HanOosblue# CTENCHM
3aTPYAHHTL MJIM MCK/IIOYHTb BO3MOXHOCTH pEajiM3aliM yrpo3 0e30MmacHOCTH MM CHU3HTB pasmep
NIOTEPE B CIy4ae UX peaTu3alHH.

(DopMupoBaHKE NOJTUTUKH OE30MAaCHOCTH

[naBHas uenp AAMHUHMCTPAaTHBHBIX MeEp, MPEANPHHHMAEMbBIX Ha BBICLIEM YIMPABICHYECKOM
ypoBHe - c(OpMHUpPOBaTh MOJHTHKY B obnacTu obecrneueHus 6e30MacHOCTH MEPCOHANBHBIX NAHHBIX
(oTpaxkaoulyo MOAXOAB! K 3alMTe MEPCOHANbHBIX AAHHBIX) H OOCCHEYHTH €€ BbIMOIHEHHE, BbLAEISS
HeoOX0aUMbIE PECYPCHI H KOHTPOJIMPYS COCTOSIHUE €.

C npakTHYECKON TOUKH 3peHHs MONUTUKY B 06macTu obecrneuerns 6€30nacHOCTH NepcoHaIbHbIX
naHHbIX B PoHaa uenecoobpa3Ho pasOuTh Ha ABa ypoBHA. K BEpXHEMY YPOBHIO OTHOCATCS PELICHHMS
PYKOBOZCTBA, 3aTparuBaioiue AearenbHocts Ponna B uenom. [lonnTika BepXHEro ypoBHA AOJDKHA
YETKO OYEPTHTH Chepy BIMSHUS M OTPaHHYEHUS MPH ONpEeneNeHHH Leeit 6e30MacHOCTH NEPCOHABHbIX
JHHBIX, OMPEAETHTb KAKUMH PECYpcaMu (MaTepHalibHble, CTPYKTYPHbIE, OPraHM3aurOHHbIE) OHH OyayT
JOCTHTHYTbl, M HaliTM pasyMHBIH KOMIIDOMHCC MEXAY HpHEMJIEMbIM ypOBHEM 0€30MacHOCTH H
(pYHKLHOHANBHOCTBIO.

TTofMTHKA HUXKHETO ypPOBHS, ONpEAeNAeT NPOLEAYPbl, H NPaBUJa JOCTHKECHUS LeJIeH 1 PELICHHUS
3ana4 6e30MacHOCTH NEPCOHANBHBIX AAHHBIX M AETAIH3UPYET (PeriaMeHTHPYET) ITH MpaBuIa:

- KaKoBbl poiu W 0GA3aHHOCTH AOKHOCTHBIX JIML, OTBEYAIOW(He 3a MPOBEACHHE MOJHTHKH
6€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX;

- KTO UMEET NpaBa JOCTYMa K MEPCOHANbHLIM JaHHbIM, KTO U NPH KaKHUX YCJIOBHAX MOXET YHTaTh
¥ MOAH(ULHPOBATL NEPCOHANbHbIE JAHHBIC U T.A.

[MonuTHKa HUXKHETO YPOBHS JOJDKHA:

- TmpeAycMaTpHBaTh pernamMeHT HH(OPMALHMOHHBIX OTHOLUCHHH, HCKIIOHAIOWMX BO3MOKHOCTE
NPOU3BOJILHBIX, MOHOMOJILHBIX HJIH HECAHKUHOHHPOBAHHbIX ACHCTBUH B OTHOLIEHUH HH()OPMALHOHHbIX
pecypcoB;

- OMpeAeNATh KOAIMUHOHHBIE M HEPApXHUECKHE NPHUHLMNLL H METOAbI pasie/eHHs CEKpETOB H
pasrpaHyueHHs JOCTyNa K NepCOHaNbHBIM AaHHbIM;

- BbIGMpaTh MpPOrpaMMHO-TEXHHYECKHE (aNmapaTHblE) CPEACTBA NPOTHBOACHCTBHS HCUH,
ayTeHTH(UKALHH, aBTOPH3ALMH, HACHTHQUKAUKMY H APYTHX 3aLUHTHBIX MEXaHH3MOB, obecneynBaloLMX
rapaHTHH peanu3aluy NPaB 1 OTBETCTBEHHOCTH CYOBEKTOB MH(OPMALHOHHBIX OTHOUIEHHH.

PernamMeHTanus 10cTyna B OMELIEHHS

Komnonentsl uH(pOpMaudoHHOH cucTembl (PoHIA AOMKHLI pasMELIaThCsd B MOMELICHHAX,
HAXOAALIMXCS MO OXPaHOM MIM HabmomeHHEeM, HCKJIIOYAIOHMM BO3MOXHOCTb OECKOHTPONLHOrO
[POHHKHOBEHHS B TOMELUEHHS [OCTOPOHHMX JHL M ofecneuuBaloWiM (HU3MUECKYIO COXPAHHOCTH
HAXONAIIMXCA B MMOMELIEHHH 3allMIIaeMbIX pecypcoB (AokymeHToB, APM u T.n.). Y6opka Takux
NOMEILEHHI AOMKHA MPOM3BOAMTHECA B NPHCYTCTBHHM OTBETCTBEHHOrO COTPYIHHMKA, 3a KOTOPbIM
3aKpeIIeHbl JaHHbIE KOMIIOHEHTB], C COOMIOAEHHEM Mep, UCKIIOYAIOWMX NOCTYN NOCTOPOHHHX JIMU K
3aIIKIIaeMbIM HH(OPMALIHOHHBIM pecypcaMm.

Bo Bpemsa 06paGOTKH NEPCOHANBHEIX AAHHBIX B TAKHX MOMELICHHAX NOMKEH NMPHCYTCTBOBATH
TONLKO [EpCOHAN, NOMyIIEHHbH K paGoTe C MNEpPCOHAaNbHbIMH AdHHBIMM. 3anpelaeTes nphem
noceTuTeNell B OMELLEHMAX, KOrIa OCYLIECTBAsIETCs 00paboTKa NEPCOHANBHBIX AAHHbIX.

[lo okoHuaHuu pabouero JHs, IMOMELIEHHs, B KOTOPbIX pa3sMELIAIOTCH  KOMIOHEHTDI
MH(pOpMaLHOHHOH cucTeMbl POHMA, NOJDKHBI 3aMHPaTLCH HA KIIOU.

B cnyuae ocHaweHWs [OMEIUEHHH CPEACTBaMM OXPaHHOH CHrHaju3alud, a  Takke
aBTOMATH3HPOBAHHON CHCTEMOH MPHEMA M PErHCTPALIMH CHIHAJIOB OT 3THX CPEACTB, NpHEM-CAatia Takux
NOMeLUeH i N0/l OXPaHy OCYLUECTBISETCS Ha OCHOBAHHH CeLHanbHO pa3pabarsiBaeMOH HHCTPYKLIMH.
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PernameHTauus A0nyckKa COTPYAHHKOB K HCTIONB30BaHHIO HH(OPMALHOHHBIX PECYPCOB

B pamkax paspelumTenbHOM CHCTEMbl (MATPHLbI) AOCTYNA YCTAHABIMBAETCs: KTO, KOMY, KaKylo
MHGOPMALIUIO U Ul KAKOTO BHJAa AOCTYMNa MOXET NPENOCTaBHTh H NMPH KAKHX yCJIOBHSIX.

JTonyck nonb3oBareneit k pabote ¢ HHpopMaLHOHHOH cHcTeMol (Ponaa M A0CTYN K ee pecypcam
JOMKEH OBITH CTPOro peryiiaMeHTHpoBaH. JIioOble M3MeHEHUs COCTaBa M MOJHOMOYHi Mosb3oBaTenei
IOACHUCTEM JOJIXKHBI POU3BOAUTECS YCTaHOBJIEHHBIM NTOPAAKOM.

YpoBeHb MOMHOMOYHH KaXIOro I[0/b30BaTeNlss ONPEeseTCs HHAMBHAYaNbHO, Ccobionas
cnenyroiue TpeboBaHHUs:

- K&XKIbId COTPYAHHMK MOJB3YETCs TOJIbKO MPEANHCAHHBIMK €My MpaBaMi MO OTHOWIEHHIO K
NEpPCOHAJIbHBIM JaHHBIM, C KOTOpPbIMH €My HeoOxoanma paboTa B COOTBETCTBHH C HOJKHOCTHBIMH
0043aHHOCTAMHU. PacuiMpeHde mnpaB JOCTyna M NPELOCTaBJEHHE JOCTyna K JONOJHHUTENbHBIM
¥H(OPMALIHOHHBIX pecypcam, B 00s3aTe/IbHOM NOPsJKE, JO/DKHO COrIACOBLIBATECS € aAMHHHCTPATOPOM
6e30nacHOCTH HH()OPMALUOHHOH CUCTEMBI IEPCOHATIBHBIX AAHHBIX;

- pyxoBoauTens POHAA HMEET NMpaBa Ha NPOCMOTP HH(POPMALMK CBOMX MOJYHHEHHBIX TOJIBKO B
YCTaHOBJEHHBIX TIPEAENax B COOTBETCTBHH CO CBOUMH JIOJDKHOCTHBIMH OOS3aHHOCTSMH.

Bce corpyanukud @onma M 00CHyXHMBAIOIUMH MEPCOHAs, AOMMKHBI HECTH MEPCOHANBHYIO
OTBETCTBEHHOCTb 33 HApYLIEHUS YCTAHOBJEHHOrO Nopsaka 06paboTKH MEPCOHANbHBIX NAHHBIX, TPABHII
XpaHEHHUs!, MCMOJIB30BAHUA M Tepefaud HaXONsIMXCs B MX PaCNOPSHKEHHH 3alUMIIAEMBIX PECypcoB
cucteMbl. Kaxcmplit coTpyaHuk (npu npueme Ha paGoTy) JO/KEH TMOAMMCHIBATH 00s3aTENLCTBO O
COGMIONEHNH W OTBETCTBEHHOCTH 33 HapylleHWE YCTaHOBJEHHbIX TpeGOBaHUH M0 COXPaHEHHIO
nepcoHaNbHBIX JaHHBIX PoHAa.

OGpaGoTka MepCOHANbHBIX AAHHBIX B KOMNOHEHTAX HH(opMaLnoHHOH crucTembl POHIA J0OTKHA
NPOU3BOAUTHECS B COOTBETCTBHH C YTBEPIKACHHBIMU TEXHOJIOrH1YECKUMH HHCTPY KLHMAMH.

PernamMeHTaLMs NpPOLECCOB OOCHY)KMBAHHA H OCYLIECTBICHWS MOAM(DHKALUM anMapaTHbIX H
NporpaMMHbIX PECYPCOB

B uensx noaaepxanus pexuma HH(POpPMaLHOHHOH 0€30macHOCTH annapaTHO-MporpaMmHasl
KOH(HUTYpalKs aBTOMATH3HPOBAHHBIX pabouMX MECT COTPYAHNKOB (POHAA, C KOTOPLIX BO3MOXKEH 10CTYN
K pecypcaMm HH()OPMALHOHHOM CHCTEMBI, [JOJDKHA COOTBETCTBOBATH KPYry BO3JIOXNKCHHBIX HAa JAHHBLIX
noss3oBarenel (pyHKUHOHAIbHBIX 00A3aHHOCTEM.

B koMmoHeHTax MH(OPMALMOHHOM CHCTEMbI M Ha PabOuMX MECTax I0Jb30BaTeNneH NOMKHDI
YCTaHaBJIMBATBCS U HCIOJb30BATHCS JIMLEH3HOHHBIE IPOrPaMMHbIE CPEACTBA.

O6ecneyeHHe M KOHTPOJIb ()M3MUECKOH LENOCTHOCTH  (HEHM3MEHHOCTH KOH(HTypaLH)
annaparHbiX pecypcoB

O6opyaoBanue HMH(POPMALMOHHOH CHCTEMBI, MCMONL3YEMOE Il [OCTyna W XpaHCHHS
NEPCOHANBHBIX JAHHbIX, K KOTOPOMY AOCTYN 00C/y)KHBAIOLUEro NEPCOHANA B [POLECCE SKCITyaTalli HE
TpebyeTcs, Mocne HalalouHbIX, PEMOHTHBIX W HHBIX paoT, CBA3AHHBIX C OCTYNOM K €r0 KOMIOHEHTaM
JIOJDKHO 3aKpbIBaTbCA.

Ton6op v NoAroTOBKa NEpcoHana, obyueHue noabL3oBaTeeH

Tonb3oBarenn HHOpMAUMOHHOM crcTeMbl DOHAA, a TAKKE PYKOBOLALIHH M 06cyKHBAIOLLKI1
[IepCOHal N0/KHbI ObITh O3HAKOMJIEHBI CO CBOUM YDOBHEM MOJIHOMOUHH, a TaKkKe OpraHH3alHOHHO-
pacnopsAMTENbHOM, HOPMATHBHOM, TEXHHYECKOH H IKCILUTYaTaLMOHHO#M JOKyMEHTALHe, OnpeaesiouleH
Tpe6GoBaHus U NOPAAOK 06PaGOTKH MEPCOHANbHbIX AaHHbIX B DOHIE.

O6ecreuenye Ge30MACHOCTH MEPCOHANBHBIX NAHHBLIX BO3MOXHO TOJBLKO [OC/HE BBIPAOOTKH Y
NoJib30BaTeNeii ONpeAeNEHHON KyAbTYpbl paboThl, T.€. HOPM, 00s13aTeNLHBIX [UIsl UCTIOJIHEHHS BCEMH, KTO
pabotaeT ¢ unpopmauroHHbiMu pecypcamu Ponga. K Takum HOpMam MOXHO OTHECTH 3aNPELCHHE
MOOBIX YMBILIEHHBIX HIH HEYMBIIUIEHHbIX ASHCTBHH, KOTOPBIC HapylaioT HOPMALHYIO paboty
KOMIOHEHTOB HH(OpMalHOHHON crcTeMbl (POHAA, BBI3LIBAIOT [OMOJHHTE/bHLIC 3aTpaThbl pPECypCoB,
HapyIIAIOT LENOCTHOCTb XPaHUMOil U 06pabarbiBaeMoii HH(OPMALHH, HAPYLIAIOT HHTEPECh! 3AKOHHBIX
MOJb30BaTENEH, BlaAeNbLEB HIH COOCTBEHHUKOB.

Bce nosbsoBaTenu WHGOPMALMOHHON cucTeMbl (OHAA HO/KHBI ObITh O3HAKOMIEHBI C
OpraHW3allMOHHO - PACTIOPSANTENbHBIMH AOKYMEHTaMH o ofecreuentio 6e30MacHoCTH NepeoHanbHbIX
nanHbix PoHJA, B YACTH, UX KacaroleHcs, JOMKHbI 3HaTh H HEYKOCHHTEbHO BbIIOIHATH HHCTPYKLHH H
iHATh OBLMe OOA3aHHOCTH Mo OBGecreyeHHIo 6e30nacHOCTH MEepPCOHANBHBIX JAaHHBIX. HoBeneHHE
TpeGoBanuii yka3aHHbIX AOKYMEHTOB JIO JIML, LOMyWIEHHBIX K 0OpadOTKE 3alIMILACMBIX NEPCOHANBHDIX
JAHHbIX, JOMHKHO OCYLIECTBAATHLCS MOl POCHHCh.

12



OTBETCTBEHHOCTh 3a HAapyLIEHWs YCTAHOBJECHHOrO [MOpsiKa MOJb30BaHUS  pecypcaMu
vH(popMaLHOHHOH cucTeMbl PoHAa.

Mepa OTBETCTBEHHOCTH ME€PCOHana 3a NEHCTBUs, COBEPIUCHHbIC B HApPYLIEHHE yCTAHOBICHHBIX
npaBun obecrievyeHus Oe3omacHOH pabOThl € MNEPCOHANbHBIMH  AAHHLIMM, NOJ/DKHA OMPEAEsTHCS
HAHECEHHBIM YLIEPOOM, HATMYHUEM 3JI0TO YMBICA U APYFHMH (paKTOpaMH M0 yCMOTPEHHIO PYyKOBOACTBA
(doHpa.

Jins peanusally MPUHLKMNA NEPCOHATBHON OTBETCTBEHHOCTH MOJb30BATENEH 33 CBOM NEHCTBHA
HEOOXOAUMBI:

- MHAMBMAyanbHas WAEHTHU(HKALHMS MOb30BATENEH M HHHLUHMHPOBAHHBIX MMH MpOLECCOB, T.C.
yCTaHOBJEHHE 38 HUMU uaeHthdukaropa (login, Username), Ha 6ase x0oTOporo OyIeT oCyLueCTBIIAThCS
pasrpaHu4eHHe AOCTYNa B COOTBETCTBHH C NPUHLUIIOM 0OOCHOBAHHOCTH JAOCTYNA;

- IpoBepKa NOAMHHOCTH NoJb30BaTeneil (ayTeHTH(HKALUS) Ha OCHOBE MapOJIeH;

- PeaKLs Ha MOMBITKH HECAHKLIMOHMPOBAHHOrO A0CTYNA (CUrHanH3aLus, OIOKHPOBKa 1 T.J.).

Cpencra obecrnieveHus 6€30MaCHOCTH NMEPCOHATIbHBIX NaHHbBIX

Jns obecneyenns nHGOPMALHOHHOM Oe30nmacHocTH POHIA HCMIOJB3YIOTCA CEAYyIOKHEe CPEACTBA
3aLIUTBIL:

- (hu3MUECKHE CPEICTRA,

- TEXHHYECKHUE CPENCTBA;

- cpencTBa HAEHTU(UKALMH H ayTeHTU(HKALH [0/1630BATENEH;

- CpelcTBa pa3rpaHMYEHUs A0CTyna;

- cpencTBa obecrieyeH s H KOHTPOJIS LEJOCTHOCTH,

- CPEJICTBA ONEPATHBHOIO KOHTPOJIS ¥ PETHCTPALUH COOBITHI 6e30nacHOCTH.

Cpencraa 3alyThl JOJKHEI MPUMEHATBCS KO BCEM pecypcam vH(popMaLHOHHOI cHcTeMbl POHAA,
HE3aBMCHMO OT MX BUJA U (hOPMBI IPEACTABIEHHS MH()OPMALIHH B HHX.

du3nyeckre cpeacTBa 3allUThI

duznyeckHe Mepsl 3allMThl OCHOBaHbl HA MPUMEHEHHH pPAa3HOrO poAa MEXAHHUCCKHX,
JIEKTPOHHBIX WM  JJIEKTPOHHO-MEXAHHWYECKHX  YCTPOHCTB  H COOPYXXEHHH,  CMEUHAIBHO
NpENHA3HAYEHHBIX U1 CO3aHMA (H3UUECKHX MPENATCTBHH HA BO3MONKHBIX MYTAX NPOHHKHOBEHHS H
JOCTYNa NOTEHLHANbHBbIX HapylIUTENEH K KOMIOHEHTaM CHCTEMbl H 3aLUMIIACMBIM NepCcOHaNbHBIM
JAHHBIM, 2 TAKKE TEXHUYECKHX CPEeCTB BU3YalbHOTO HaOMIOACHHS, CBA3H 1 OXPAHHOH CHUTHAIH3ALHH.

Jlns obecneuenust Gpuanueckoi 6e30MacHOCTH KOMIOHEHTOB HH(pOpMALHOHHOM cHcTeMbl (POHAA
HEOOXOAMMO OCYILECTBNIATh PSAA OPTraHM3aLMOHHBIX W TEXHHUECKHX MEPOMPUATHH, BKJIIOYAIOLIMX:
NpoBEPKY 060pyAOBaHHUS, PEAHA3HAYEHHOrO A 00pabOTKH NEPCOHANLHBIX JAHHBIX, Ha:

- Ha/MuKe CHeLHANbHO BHEAPEHHDBIX 3aKNaAHbIX YCTPOHCTB;

- BBEJEHHE AONOJHUTENBHBIX OrPaHHYEHUH NO AOCTYNY B MOMELICHHS, NPEAHA3HAYCHHBIC A3
XpaHeHus: H 00pabOTKH NEPCOHANBHBIX JaHHBIX;

- o6opynoBaHue cucTeM HH(OpMaTH3aLHH YCTPOHCTBAMH 3aLUHTBI OT c6oeB NEKTPONHUTAHUS U
IIOMEX B JIMHUSX CBA3H.

TexHHuecKHe CPeNCTBA 3ALLHThI

Texuuueckue (anmapaTHO-MPOrPAMMHbBIE) MEpbl 3allMTBI OCHOBAHbI Ha  HCMOJBL3OBaHHH
Pa3HYHBIX NEKTPOHHBIX YCTPOHCTB H CIEUHANIHBIX TPOrpaMM H BBINOIHSAIOUIMX (caMOCTOSITENIbHO HITH
B KOMIJeKCce C APYTMMH CPEACTBAMH) (YHKLMH 3aLMThbI (MAEHTU(HKALMIO M ayTeHTH(]HKAUHIO
MONb30BATENEN, pasrpaHHUEHHE HOCTyNa K PEeCcypcam, PErucTpaliio coOBITHI, KpHnTOrpaduueckoe
3aKkpblTHE HH()OPMALMK H T.11.).

C yueroM Bcex TpeGoBaHMii W NPHHLUMIOB 0OECNEYEHUS 6e30MacHOCTH MEPCOHANILHBIX JaHHBIX
10 BCEM HAMpaB/ICHHMsIM 3aIUThl B COCTaB CHCTEMbl 3ALUMTBI AOJXKHEI ObITb BKJIIOYEHBI CJIENYIOLIHE
cpencTaa:

- cpeacTBa pa3rpaHH4eHHs AOCTyNa K JaHHbIM,

- CPEACTBa PerucTpalHH AOCTYNa K KOMIOHEHTaM MH(OPMALMOHHON CHCTEMbI H KOHTPOJA 3a
MCIOJIb30BaHHEM MH(pOPMALIUH;

- CpeACTBa pearnpoBaHus Ha HapyLIECHHUs peXUMa nH(pOpMaLHOHHOH 6€30MaCHOCTH.

Ha TexHuYeCKHE CPEACTBA 3aLUUThl BO3NAraeTes peLlieHye CIEAYIOLMX OCHOBHBIX 3a/at:

- npenTHHUKAUMA W ayTeHTH(UKALMA MOJb30BaTeNeH MpY MOMOWM HMEH HIH CHCLHANBHEIX
annapatHbix cpeacts (Advantor, Touch Memory, Smart Card u 1.11.);
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- perjaMeHTalusl M YNpaBlCHHE NOCTYIIOM MOJIb30BATENEH B MOMELUEHHS, K (PHU3MUECKHM H
NIOTHYECKHM YCTpOHCTBaM;

- 3alIMTa OT MPOHMKHOBEHHS KOMIIBIOTEPHBLIX BHPYCOB H pa3pyLIHTENBHOrO BO3ACHCTBHS
BPENOHOCHBIX IIPOrpamMM;

- perucrpauusi Bcex AEHCTBMH MOAb30BaTeNls B 3alMUIEHHOM JXKypHalle, HAJIMUHE HECKOJIBKHX
YPOBHE#1 perucTpauuy;

- 3alIMTa JAHHBIX CHCTEMBI 3alUUTH Ha (paHI0OBOM cepBepe OT AOCTYNa MNOMb30BaTeNEH, B YbH
JIOJDKHOCTHBIE 00A3aHHOCTH He BXOAUT paboTa ¢ HH(pOpMaLUH, HaXOAALIEelCca Ha HEM.

CpeacrtBa uaeHTH()UKALKH U ayTeHTU(DHKALMH T10/1b30BaTENEH

B uensx mnpemorBpaweHus paGoTel ¢ pecypcamu HH(pOpMauHOHHOH cucTembl Donnpa
MOCTOPOHHUX JUL Heo0XoauMO oOecrneuynTh BO3MOXKHOCTb pAacrno3HaBaHHsl KaXKAOro JIErajibHOro
noJib30BaTeNs (MK rpynn nosis3osateneit). Jns HAEHTHPHKALMKH MOTYT NPUMEHATBLCS Pa3IM4HOro poja
YCTPO#CTBA: MAarHUTHBIE KAPTOUKH, KITIOYH, KJIIOUEBbIE BCTABKH, AUCKEThI U T.I1.

AytenTudukauns  (NOATBEpXKAEHHE  MOMIMHHOCTH)  MNOJb3OBaTENEH  TaKXKE  MOXET
OCYLLECTBIIATHCS:

- MyTEM NPOBEPKH HAJIMUKS Y MOJIb30BaTeNeH KaknX-1HOO0 CeLHaNbHbBIX YyCTPOHCTB (MarHUTHBIX
KapToueK, KIouei, Ko4ueBbIX BCTABOK H T.1.);

- MyTEeM MPOBEPKH 3HAHUS! HMH NApOJIEH;

- IyTeM IpPOBEPKH YHUKaIBHbIX (PM3MUECKHX XapaKTEPUCTHK M  [apamMeTpoB  CaMHX
10J1b30BaTeNel NPYU NOMOLUY CreLHalIbHBIX OHOMETPHUECKHX YCTPOHCTB.

Cpencrtsa pasrpaHHUeHHs JOCTYIa

30HbI OTBETCTBEHHOCTH H 3aJa4d KOHKPETHbIX TEXHHUECKHX CPEIACTB 3alMThl YyCTAHABIHBAIOTCS
UCXOAS M3 MX BO3MOXHOCTEH M IKCIUTyaTALIHOHHBIX XapaKTEPUCTHK, ONMCAHHBIX B NOKyMEHTallMH Ha
JaHHbIE CPEACTBA.

TexHUYeCKHE CPEACTBA pasrpaHUYeHuUs [OCTyNa NOKHBI MO BO3MOXHOCTH ObITb COCTaBHOMH
4acTblO €AMHOH CUCTEMBI KOHTPOJIA JOCTYyMA:

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

- B OTACJIbHBIE NOMELLEHHUS;

- K KOMITOHEHTaM HH(popMalMOHHOH cpenapl JlerapraMeHTa W 3jleMEeHTaM CHCTEMbl 3aLUHMTBI
NepCOHANBHBIX NaHHBIX ((pu3nuecKkuii KocTym);

- K MHQOPMALMOHHBLIM pecypcaM (JOKYMEHTaM, HocuTensM uHpopmauuu, daiinam, Habopam
JAHHbBIX, apXHBaM, CIIpaBKaM U T.1.);

- K aKTHBHBIM pecypcam (NpHKIaaHbIM POrpaMMam, 3aaadaM u T.01.);

- K OMEpaLOHHOM CHCTEME, CHCTEMHBIM NPOrpaMMam U [porpaMmam 3aliiThbl.

Cpexncrsa obecneyeHH s M KOHTPOJIs LEJIOCTHOCTH

CpenctBa obecreyeHHsl LEJTOCTHOCTH BKJIIOHAIOT B CBOH COCTaB CPEACTBA  PE3EPBHOIO
KOMMPOBAHHKs, TNPOrpamMMbl AHTHBHPYCHOH 3allWTbl, [POrpaMMbl BOCCTAHOBJICHHS LEJIOCTHOCTH
ornepauroHHOMR cpelbl U 6a3 JaHHBIX.

CpencrBa KOHTPOJS LENOCTHOCTH HH(OPMALMOHHBIX PECYPCOB CHCTEMbl MpPEAHA3HAUEHBI sl
CBOEBPEMEHHOTO OBHApy)KeHHsl MOAWGHKALMK MIH HCKAOKEHHs PecypcoB cHCTeMbl. OHM MO3BONAIOT
00ecneuynTb NPaBUILHOCTh (PYHKLIMOHUPOBAHHSA CHCTEMbl 3alWThl M LEJOCTHOCTb XPaHUMOH H
obpabarbiBaeMoit HH(OpMALIHH.

KouTpons uenocTHocTd HHGOPMaUMH U CPEACTB 3aLUMTEL, C LENbI0 0OecreyeHns HEH3MEHHOCTH
MH(pOPMALIHOHHON Cpeabl, ONpeeNseMOH NpeayCMOTPEHHOH TeXHONorueli o6paboTku, M 3aUMTLI OT
HECaHKLIMOHHPOBAHHOH MOAMHKALIHY NEPCOHANLHBIX JAHHbIX J0/KEH 0becre nBaTbCs:

- CpEACTBAMHM pasrpaHHueHHsl JOCTynma (B [OMELICHHMs, K JOKYMEHTaM, K HOCHTCIISIM
vH(pOPMALUH, K CEpBepaM, JJOrHYECKHM yCTPOHCTBAM H T.I1.);

- CpPENCTBaMH 31EKTPOHHOH MOMAMKUCH;

- CpeJCTBaMM NOJACUETA KOHTPOJIBHBIX CYMM (JUlsl HCIOJIb3YEMOrO NPOrpaMMHOro obecneyeHus).

Cpenctsa ONepaTUBHOrO KOHTPOJIS M PerucTpaltH coObITHi Ge30nacHOCTH

CpenctBa 06bEKTHBHOIO KOHTpPOJs JOMIKHBI obecneuynBaTb oOHapyxeHne M perucTpauuio Beex
cobuiTii (meiicTBuii nonb3oBartenei, nmonbitok HCJ u T.m.), xoTopble MOryT MoBi€4b 34 coboii
HapyllleHHe Ge30MacHOCTH W MPHUBECTH K BOHHKHOBEHMIO KPH3UCHBIX CHTyaluH. AHanu3 cOOpaHHOH
CPEACTBAMH pErucTpaldu MH(OpMAUMy NO3BOJNAET BBIABUTL (DaKTBI COBEpLUEHHs HApyLICHHH, HX
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XapakTep, NMOJCKa3aTb METOJ €ro paccieiOBaHHS H cnocoObl MOKCKA HapyLIMTENs H MChpaBieHHs
cutyauuu. Cpeactsa KOHTPONS ¥ PErMCTPaLKH A0JDKHBI MPEAOCTABIATE BO3MOXKHOCTH:

- BeJIeHHUS ¥ aHAJIN3a KYPHATOB PErHCTPaliH COOBITHH GE30MacHOCTH (CHCTEMHBIX KYPHAJIOB);

- MONy4eHHs TBEPAOH KoNuH (NeyaTH) XKypHana perucTpauny cOOBITHIH 6€30MacHOCTH;

- YIIOPALOUEHHS XKYPHAJIOB, @ TAKXKE YCTAHOB/ECHHs OrPaHHUYCHHH HA CPOK HX XPAHCHUL,

- OTEPATHBHOTO OMOBELUEHHS aIMHHHCTPATOPa 6e30MacHOCTH O HapyLLICHHUX.

Tlpu perucrpaunu coObiTHH Oe30MacHOCTH B JKypHane AOJDKHA (pukcupoBaTbCsl CleAyloLLast
MHpopMaLust:

- 1aTa ¥ BpeMsi COObITHS;

- uaeHTUHUKATOp CYyGBEKTA, OCYIUECTBSIOWEro pEruCTpHpyeMoe JEeHCTBHE;

- fejicTBHE (THI AOCTYNA).

Kontponb 3 (peKTHBHOCTH CHCTEMbI 3aLLHTbI

KouTpons 3(QeKTHBHOCTH 3aLUMTBl MEPCOHANbHBIX JAHHBIX OCYLIECTBIACTCS € UEeJbIO
CBOEBPEMEHHOTO  BbISBNEHHMS W TMPENOTBPALUEHHsS  YTEUKH MCPCOHAMBHLIX  AAHHBIX 3a  CUeT
HECAHKLHOHMPOBAHHOrO JOCTYMNA, a TAKOKE MPEAYNPEKACHHS BOMONKHLIX CICUHAILHBIX BO3MEHCTBHH,
HAMPABJIEHHBIX HA YHHYTOXEHHE MEPCOHAILHBIX NAHHBIX, PaspyWICHHE CPEACTB nH(popMaTH3aLKH.
KOHTpOJIb MOXKET NIPOBOAHTLCS MPUBJIEKAEMBIMH [UIsl 3TOH LEIH OpPraHH3aLHAMH, MMEIOLLHMH JIULEH3HIO
Ha 3TOT BUJ AEATEILHOCTH.

Ouenka 3(pEeKTHBHOCTH Mep 3alUMThl NEPCOHAILHBIX AAHHBIX MPOBOAWTCS € MCMOJIb30BAHHCM
TEXHMYECKHX M TNPOrpaMMHBIX CPEACTB KOHTPOJA Ha MPEAMET COOTBETCTBHS YCTAHOB/CHHBIM
TpeOOBaHUAM.
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